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BGD e-GOV CIRT is delighted to unveil the Financial Institutions and Critical Information
Infrastructure (Cll) Cyber Drill 2024, a significant event tailored for Bangladeshi cybersecurity
professionals. This initiative underscores our dedication to empowering professionals in the
field by offering a challenging platform to fortify their capabilities against the ever-evolving
landscape of cyber threats. This unique drill is crafted to simulate real-life cybersecurity
scenarios, events and incidents, providing participants with hands-on challenges that demand
the use of specialized skills and tools. Participants will analyze the incidents and relevant
artifacts to identify the solutions to the challenges. The necessary artifacts and Virtual
Machines (VMs), along with the required access credentials, will be provided to the drill
participants as needed.

Your login to Financial Institutions and Critical Information Infrastructure (Cll) Cyber Drill 2024
online platform will be treated as, you accepted the rules of engagement.

Rules of Engagement

1. All participants shall be registered in our registration platform, the registration
guideline is available at

https://www.cirt.gov.bd/cyberdrill2024

2. The organization can form a team and all participants must compete as part of that
team. Please note that a team MUST consist of 3 to 5 members from the same
organization.

3. Each team must have a team leader (chosen by the organization) and a team name
(unappropriated names will not be accepted).

4. Allmembers can submit flags, but please note that each challenge has a limited number
of submission attempts.

5. All communications will be conducted through the following email address,

cyberrange@cirt.gov.bd
You are requested to allow email communication from this email address.

6. We will also use Discord for instant messaging on the drill day, primarily for general
discussions. Please follow the naming convention in Discord channel. An invitation
to the discord server will be sent later to your registered email address. Naming
convention in discord,

TeamName_ParticipantName
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7. Participants have the freedom to use any tool including those available on the
internet.

8. Participation from outside the country is not allowed.

9. It is strictly forbidden to perform any kind of Brute force, Denial of Service or any
other unwanted and disruptive actions against the drill platforms, servers or
associated infrastructure.

10. Any activities or actions that would interfere, obstruct, or disturb other teams,
participants and event organizers are strictly prohibited.

11. Organizers may provide hint(s) on scenario basis, it will be commonly distributed to
every participating teams. But seeking or exchanging flags, write-ups, solutions, or
hints for the challenges during the cyber drill, either from or with other
participating teams or external entities, is strictly prohibited.

12. Violation of the organizers’ terms and condition may result in the disqualification of
the team from the competition. In such cases, the organizers reserve the right to
notify the participating organization about the violation.

13. Teams scoring 40% or higher of the total points will receive a certificate of successful
participation.

14. Organizers reserve the right to make necessary changes to the event rules and
guidelines. Any updates will be communicated through our official website and can
be found at,

https://www.cirt.gov.bd/cyberdrill2024
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