Introduction to Registration Guide & Online Portal

Financial Institution and Critical Information Infrastructure Cyber Drill 2023
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1. IT Professionals from financial
institutions (banking & non-banking) &
Critical Information Infrastructre (Cll) can

form a team and register on behalf of their
institution.

2. Registration fee of BDT 10,000 (Ten Thousand)
should be paid online prior to registration.

3. Each team should be formed with 3-5 members from
the same financial institution.

4. Participants have the freedom to use any tool including
those available on the internet.

5. Participants shall not seek help from third-parties for  solving
Cyber Drill problems.

6. Violation of organizer's terms will terminate the player and/or
the team from the competition.

7. Teams scoring 40% or higher of the total points will
receive certificate of successful participation. Top 3
\ (three) teams will be provided Crests & Prizes.

8. Top 30 (thirty) Teams from the Pre-Selection

round will participate in the Onsite Cyber Drill
\ Event.

et

Event Date
Pre-Selection (Online) : 07 October 2023
*Cyber Drill Event (Onsite) : 21 October 2023

Registration Open 20 September 2023
Registration Close 03 October 2023
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Introduction
Welcome to Financial Institution and Critical Information Infrastructure Cyber Drill 2023. BGD

e-GOV CIRT is proud to be working with it.

Registration:

In the registration page, a link for registration fee will redirect you to payment page. You will
follow the procedure for payment https://shop.cirt.gov.bd/product/fin-cii-cyber-drill-2023-reg/

i~
'._.__' BGD e-GOV CIRT

Shop Cart Checkout

# Home > Cyber Drill * Financial Institution and CIl Cyber Drill 2023 Registration

Financial Institution and
ClI Cyber Drill 2023
Registration

K5 & Clis ¢,
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% 10,000.00

1

Category: Cyber Drill

Instant Email Delivery

You need to click Add to cart button. Then click view cart.
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@ “Financial Institution and Cll Cyber Drill 2023 Registration™ has been added to your cart. View cart =

Featured Products

Financial Institution and
Cll Cyber Drill 2023 FrEs S o T

TEATY.0)
. . F0.00
Registration
Malware Threat Intelligence Report R
for Bangladesh Context, 2021 £
15 10,000.00 5268:00 15 150.00

Instant Email Delivery

Bangladesh Cyber Security Strategy 'h
ty
20212025

1 Add to cart 22090 5 200.00

After clicking view cart you will forwarded to proceed to checkout. Then forwarded to payment page.

Cart

Product Price Quantity Subtotal
[x] Financial Institution and % 10,000.00 1 % 10,000.00
; Cll Cyber Drill 2023

Registration

Update cart

Cart totals
Subtotal % 10,000.00

Total  10,000.00

Proceed to checkout —
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After clicking view cart you will be forwarded to proceed to checkout. Then forwarded to payment page.

Checkout

Billing details

Saikot

Last name”

‘ Hossain

Email address *

saikot@email com

O ¥es, I'm ok with you sending me additional newsletter and

email content [optional)

Your order

Product Subtotal

Financial T 10,000.00
Institution and

Cll Cyber Drill

2023

Registration

x 1

Subtotal T 10,000.00
Tatal ¥ 10,000.00

© Pay Online(Credit/Debit

Card/MobileBanking /(MetBanking /bKash

¥ SSLOOMMETE

Your personal data will be used to process
your order and for other purposes

O | have read and agree to the website

terms and conditions

Place order
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Support FAQ Offers Login

CARDS MOBILE BANKING NET BAMKING

visa @D B B other Cards

Enter Card Mumber

MM/YY ‘ overow o

Card Holder Mame

(] save card & remember me | (@

By checking this box you agree to our Terms of
Service which is limited to facilitating your
payment to CIRT.

After successful payment, you will receive an email with Order ID. You need to provide the order
ID in the registration form.
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Sign up
The platform automatically redirects you to the home page. You need to register/sign up first with
the sign-up form.

@ €>  BGDe-GOVCRT (82) info@cirtgovod (%) +88-02-55007183.36 § (R 13

# Home &f Services 9 Articles [ Report Incident B Units & About *! Notice ™ Shop

Financial Institution and CII cyber drill 2023 registration

Each team may consizt of 3-5 members from same metitution.
Prior to registration, team must pay a registration fee — BDT 10,000 (Ten Thouzand)

Participants are frea to use any tool they chooze

Participants must not seek halp from third-parties for solving Cyber Drill problems.

Violation of crganizer’s terms will terminate the player and'or team from the competition.

Pre-zalection event will be online on 7 October 2023,

Top 30 teame will participate in the on-premizes cyber drill, which wall held i MIST on 21 October 2023, Top 3 teams will be providad crest & prizes.

We are taking registration fee using our shop. To pay registration fee, please buy this product from our shep.

After successfil payment, in the registration form please provide order D and Email 1D used at time of product order.
Product limk: https://shop_cirt. gov bd/'product fin-cti-cyber-drill-2023-rag

Order ID *

2521

Email used for payment =

Team Name =

Organization Name *
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Team Playar | Infornvtion Tram Player 1 Informstion

Latile Makile
Desigration Desigratica

Tram Player 3 Informstion Tram Playnr 4 Infornvtion

Namec Namc

Email Lo

o Emal
Drsigratien Deepratien
Frodilc Pictare Frofilc Ficturc

After Sign-up you will receive a confirmation notification.
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Registration Status

Home » Registration Status

©

SUCCESS

Congratulations! Your registration is
complete. After payment verification,
we will contact you. Please keep eye on
your team lead email. Thanks!

After verifying the payment, we email you with confirmation and your credential. Before register
the team you need to pay BDT 10000 (Ten Thousand only) through CIRT e-shop.
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Portal Link

On the drill day you need to login in our drill portal. In this portal you will be able to submit the
flags you have obtained from the artifacts provided to you.

The URL for the Cyber Drill platform is:

https://cyberdrill.cirt.eov.bd/

Landing page

After you visit the link given above, you will be greeted with the page as given below:

Financial Institute and Critical Information Infrastructure Cyber Drill 2023

) \ BANGLADESH
@‘ Icr Q‘é&%““ Q BGD e-GOV CIRT y 4

COMPUTER FOR EVERYTMNG ’
V 4 Financial
vInstitutions
& Clis

' Cyber Dirill
1. IT Professionals from financial
institutions (banking & non-banking) &
Critical Information Infrastructre (Cll) can

form a team and register on behalf of their
institution,

2. Registration fee of BDT 10,000 (Ten Thousand)
should be paid online prior to registration.
3. Each team should be formed with 3-5 members from
the same financial institution.
4. Participants have the freedom to use any tool including
those available on the internet.

5. Participants shall not seek help from third-parties for  solving
Cyber Drill problems.
6. Violation of organizer's terms will terminate the player and/or
the team from the competition.

7. Teams scoring 40% or higher of the total points will
receive certificate of successful participation. Top 3
(three) teams will be provided Crests & Prizes.
‘ 8. Top 30 (thirty) Teams from the Pre-Selection

round will participate in the Onsite Cyber Drill
Event.

L NSTITUTIONS & Cls Cygep
an WV DRy,
AN 2

Event Date
Pre-Selection (Online) : 07 October 2023
*Cyber Drill Event (Onsite) : 21 October 2023

Registration Open 20 September 2023
Registration Close 03 October 2023

P —rh
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https://cyberdrill.cirt.gov.bd/

Login & Profile/ Account Settings

You must Login you’re your credential to access the problem set.

Financial Institute and Cntical Information Infrastructure Cyber Dnll 2023

User Name or Email

Password

Forgot your password? m

After successful login, you will be redirected to the “Home” page from where you will be able to
view your scores as well as points you have obtained in each segment.

Account
Here, you will also be able to see in which team you belong to. All the participants are

required to enroll under a team. Without enroll to a team user cannot submit answers/ flags.

You also can view the statistics of your team’s answer submission and correctness after the drill
start.

Financial Institute and Crntical Informaton Infrastructure Cyber Dnll 2023

Challenges

Category 2
Test challange 1 Test challange 2 Test challange 2
100 100 150
Category 1

Test Challange 1 Test challange 2 Test challange 3
100 100 150
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Problems and Answering
Question Sets

. The problem will be available after drill start.

. To get all the questions available to you as-well-as your team will be found from

Problems menu of the portal.

. All the questions will be based on incident response in a organization.

Answer/ Flag Submission

To submit your Answer/ Flag this is instructed to follow the given and allowed format

indicated to each questions like as FINCII2023{flag}. Each questions has individual submission

attempt.

i

Challenge 0

FINCII2023{flag}

Solves

Test Challange 1

100

This is category 1 first challange

3/5 attempts

Submit

Answer/ Flag without the recommended convention will treat as incorrect.
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After Submission of each correct answer each team member will notify and the
color of the question will be changed like below

Financial Institute and Critical Information Infrastructure Cyber Drill 2023

Challenges

Category 2

Test challange 2 Test challange 2

100 150

Category 1

Test Challange 1 Test challange 2 Test challange 3

100 100 150
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Scoreboard

Scoreboard will update automatically based on team’s successful submission of the
answers. The Scoreboard will be available to view for all the participating team members.
Scoreboard will be freeze after the given time period of submission answers/ flags.

CYBER RANGE ORIENTATION

Scoreboard

Points available: 925

@
700

800

500

T T
Janusry 31, 2021 July 2, 2021 2:53 PM

. ;

August 31, 2020 4:11 Nowember 15, 2020
PM AM

w0 ADWIRE A ABC M Test

T
April 17, 2021 9:12
051 FM Am

Search

All Professional

1 ADMIN 725

(1 member)

The link for the scoreboard is: https://cyberdrill.cirt.cov.bd/scoreboard
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