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Date: 17 May 2026

Executive Summary

BGD e-GOV CIRT has identified a malicious cyber campaign involving AsyncRAT
(Asynchronous Remote Access Trojan) infrastructure actively targeting Bangladesh. Threat
intelligence and forensic analysis indicate that the domain ck44jili[.Jcom is functioning as a
primary Command-and-Control (C2) node associated with an AsyncRAT malware operation.

The campaign combines malware delivery, remote access capabilities, and deceptive financial
fraud tactics, where threat actors disguise malicious payloads as legitimate software while
simultaneously operating fraudulent online gambling infrastructure targeting Bangladeshi
users.

Of particular concern, the malicious infrastructure appears designed to socially engineer
Bangladesh-based victims through localized payment mechanisms including bKash, Nagad,
and Rocket, increasing the likelihood of successful financial fraud and malware infection.

Analysis confirms that the malware payload masquerades as a WinRAR utility executable
(winrar-x64.exe), while internally functioning as AsyncRAT v0.5.8, enabling full remote
control over infected systems.

Bangladesh Threat Context

The campaign presents elevated risk to Bangladesh due to localized targeting characteristics.

Observed indicators suggest:
e Bangladesh-focused fraudulent web infrastructure
e abuse of local financial transaction ecosystems
e social engineering targeting local users
e potential harvesting of credentials and financial information

Threat actors appear to leverage Bangladesh-specific payment channels, increasing victim
trust and improving fraud success rates. Potentially affected sectors:

e citizens / consumers
e banking & fintech
e telecom

® e-commerce

www.cirt.gov.bd -
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e government users
e enterprise employees
e education sector

Technical Analysis

Malware Payload: The analyzed malware sample is identified as:

Attribute Value

(VENNWETEW T 1\l AsyncRAT

Primary Domain [ReLCZUH[eels

Operator TAKA Alliance

Alias Domain ck444[.]Jcom, ck4444[.]Jcom, ck444club[.Jcom, mail.emb666[.Jcom
Malware Alias Microsoft Defender ID : Trojan:MSIL/AsyncRAT[.]BD!MTB
Version 0.5.8

winrar-x64.exe

File Type .NET PE Executable

b5c640131a38aa6d40755b114fd53d15e2e23¢c38f01989c6804dbb660d71aa71

oo] 0l al = d e i TCP: 80, 443, 6606, 7707, 8808
Ports

Phishing ZIP, I1SO, HTML files
attachments

Registry / Scheduled Task: CreateLoginTask() via Obfuscator.dll
Exfiltration Browser extensions: MetaMask, Phantom (crypto wallets)

targets

OS details, AV status, privilege level, active window titles
Protocol Custom TCP with 4-byte length-prefixed packets, parsed via MessagePack

Data path Staging in %AppData%
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Malware Behavior: AsyncRAT enables attackers to perform:
e full remote desktop access
e credential theft
e browser credential harvesting
e command execution
e keylogging
e file upload/download
e process execution
e registry modification
e malware staging
e payload deployment
e botnet enrollment
e data exfiltration
Attack Chain:
STAGE 1: STAGE 2: STAGE 3: STAGE 4: STAGE 5: STAGE 6: STAGE 7:
Social Engineering / Malware Execution Persistence Environment Command & Threat Actor
Fraudulent Lure Delivery Awareness Control Control
Registration

LX)
g;r:;lal Incentive ] .'\- 1 winrar-x64.exe O
' cmd.exe
timeout.exe
schtasks.exe

“schtasks /create : :
/£ Isc onlogon /rl Host Profiling Credential Theft
highest /tn WMI Queries Keylogging
“winrar-x64" Sandbox Detection Botnet Enrollment
The victim downloads VM Fingerprinting Significant Financial
‘winrar-x64.exe' (MITRE T1047, T1497) Fraud
(SHA256:

Attackers use localized b5c640131a38aa6d4  The malware initiates A scheduled task The malware performs The infected host The attacker achieves
platforms like bKash, 0755b114fd53d15e a process chain named ‘winrar-x64' is host profiling, WMI establishes full remote access,
Nagad, and Rocket to 2e (winrar-x64.exe = created using the Queries, Sandbox communication with leading to credential

deliver social engineering 23c38f0f01989c680 cmd.exe - timeout.exe ~ command to ensure Detection, and VM the primary C2 domain theft, keylogging,
lures, such as fake 4dbb660d71aa71), . - schtasks.exe) to the malware runs at Fingerprinting to ‘ck44ijili[.Jcom’ over botnet enrollment, and
gambling or incentive ), a .NET executable ~ stage the environment  every user logon with identify and evade multiple ports: 80, 443, significant financial
offers, via fraudulent disguised as a for full execution. high privileges. analysis 6606, 7707, and 8808. fraud.
Bangladesh-facing legitimate system environments.
portals. utility.

Figure: AsyncRAT Infection Chain Targeting Bangladesh

Persistence Mechanism: The malware establishes persistence using Windows Scheduled
Tasks.

Observed command pattern: This allows malware execution at every user logon.
</> cmd
schtasks /create /f /sc onlogon /rl highest /tn "winrar-x64"

Persistence indicator: Task Name: winrar-x64
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Defense Evasion Techniques:
The malware employs anti-analysis techniques including:
WMI-Based Fingerprinting: Observed behaviors indicate:
e environment discovery
e virtualization detection
e sandbox evasion
e host profiling

MITRE mapping:

Technique

ID

WMI

T1047

Virtualization/Sandbox Evasion

T1497

Primary C2: ck4djilil.Jcom
(definition)

The central domain acting as the main
command hub for the AsyncRAT campaign.

Cloud Obfuscation Nodes
(process step)

Utlllzatlon of IPs 172.67.211.32 and \.

00:4700:3031::ac43:d320 (IPv6)
to mask the final destination of
the traffic.

C2 Beacon & TLS / HTTP Channels
(key finding)

The malware utilizes standard web protocols
(HTTP/TLS) for initial beacons and data transmission
to blend in with normal traffic.

e

.Aected Infrastructure:

\ » Fallback Communications

—

23.195.81.33

23 195.81.41

mail.emb666[.Jcom

A secondary domain linked to the

primary C2 infrastructure used in
the communication flow.

Py ) 23.195.81.9

L Observed External IP Addresses
(key finding)

Direct connections have been identified to
four specific external IPs:

L (process step)
AsyncRAT Victim Host © Malware Node: winrar-x64.exe  Redundant communication paths (e.g.,
(compromised endpoint) (key finding) ports 6606, 7707, 8808) ensure the attacker

Origin point of the infection where are blocked.
the malicious file is executed within

the target environment.

The specific executable responsible for
initiating C2 communications, identified
by SHA256 hash: b6c640...

ins control even if primary web ports

Figure: Observed AsyncRAT C2 Infrastructure and Communication Flow

Indicators of Compromise (10Cs)

Domains & C2
[o]@ Type Notes
ckadjili[.]Jcom Suspected Registered BD, targets
lure/watering hole local users ck44best.odoo
ck444[.lcom, ck4444[.]com, Associated domain  Same operator (TAKA
ck444club[.]Jcom, mail.emb666[.]Jcom Alliance) ck44jili
ronymahmoud.camdvr[.]org AsyncRAT C2 Subdomain suggests BD-
linked operator
threatfox.abuse
relay.shipperzone[.]Jonline Malicious Used in AsyncRAT delivery
ScreenConnect chain levelblue
relay
3osch20[.]duckdns|[.]org Confirmed AES-256 encrypted, TCP-
AsyncRAT C2 based beacon levelblue

(]

B et
rc.gov.

. -



https://ck44best.odoo.com/blog/news-2/ck44-the-future-of-digital-gaming-technology-1
https://ck44jili.com/bn/
https://threatfox.abuse.ch/ioc/1555658/
https://www.levelblue.com/blogs/levelblue-blog/asyncrat-in-action-fileless-malware-techniques-and-analysis-of-a-remote-access-trojan
https://www.levelblue.com/blogs/levelblue-blog/asyncrat-in-action-fileless-malware-techniques-and-analysis-of-a-remote-access-trojan
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IP Addresses: CDN/cloud-backed infrastructure may change dynamically

e 172.67.211.32

e 23.195.81.33

e 23.195.81.41

e 23.195.81.9

e 52.111.243.31

e 2600:4700:3031::ac43:d320

File Indicators

Type Indicator
File Name winrar-x64.exe
SHA256 b5c640131a38aa6d40755b114fd53d15e2e23c38f01989¢6804dbb660d71aa71
MD5 0a523b3b96c5739cf509ed55cd572e6e
MD5 1831fc37856d558b02a889e32372d89c¢

Persistence Indicators: Registry / Scheduled Task: CreateLoginTask() via Obfuscator.dll,
Ports: TCP: 80, 443, 6606, 7707, 8808

Suspicious Processes: winrar-x64.exe, cmd.exe, timeout.exe, schtasks.

MITRE ATT&CK Mapping

Technique ID Description

Phishing / Social Engineering T1566 Initial lure

Scheduled Task T1053.005 Persistence

T1047 Host discovery

Sandbox Evasion T1497 Anti-analysis

Application Layer Protocol T1071 C2 communications

Command Execution T1059 Command shell

Remote Access Software T1219 RAT activity

System Information Discovery T1082 Reconnaissance

www.cirt.gov.bd -
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A2 Root Node: winrar-x64.exe (Malicious Loader)

Type: PROCESS_STEP

Role: .NET PE file acting as the primary loader
Detection: High detection rate of 50+/71 on malware
scanning engines

Step 1: cmd.exe (Command Shell Execution) Branch A: WMI Queries (Environment Fingerprinting)
Type: PROCESS_STEP Type: KEY_FINDING
Role: Spawned by the root node to orchestrate system Role: Suspicious queries used to gather information about
commands and execute follow-on malicious instructions the host environment, often used to detect virtual machines

@ Step 2: timeout.exe (Execution Delay)

@ Branch B: DNS Query for ‘ck44jili.com’

I

Type: PROCESS_STEP Type: TIMELINE_EVENT
Role: Suspicious utility used for sandbox evasion by pausing Role: A network request initiated to resolve the address of
L execution to outlast automated analysis timers a known malicious domain associated with the payload

3

>

<
=) Step 3: schtasks.exe (Persistence Establishment) () Branch C: Network Beaconing

Type: PROCESS_STEP Type: SUPPORTING_FACT
Role: Abuses the Task Scheduler to create a persistent task Role: Outbound communication attempts to the
named “winrar-x64”, ensuring the malware survives Command and Control (C2) server via TCP ports 6606,
L system reboots ) g 7707, and 8808 )

Figure: Observed AsyncRAT C2 Infrastructure and Communication Flow

Detection Recommendations

Hunt for Domains: Monitor DNS and proxy logs for: ck44jili[.Jcom, mail.emb666[.]Jcom

Hunt for Network Activity: Monitor outbound connections to: TCP 6606, TCP 7707, TCP 8808
Hunt for Scheduled Tasks: Check: schtasks /query; Look for: winrar-x64Hunt for File Execution
Hunt for File Execution: Search endpoints for: winrar-x64.exe

Recommended Mitigation Action

Immediate Response

e block malicious domains

e block suspicious ports

e solate infected systems

e preserve forensic evidence

Endpoint Security

e scan endpoints for AsyncRAT indicators
e remove malicious scheduled tasks

e reset compromised credentials
e inspect startup persistence
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Network Controls

e restrict outbound unknown ports
e enable DNS filtering

e inspect proxy logs

e block malicious infrastructure

User Awareness
Warn users against:

e suspicious executable downloads
e gambling-themed fraud sites
o fake software installer

Source:

https://otx.alienvault.com/pulse/6a05b2633¢378f45ddb96682 [Malachite]
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