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Severity:

Threat Type: Cyber Espionage / Exploit Public-Facing Application / Credential Access /
Webshell / C2

Potentially Affected Sectors: Government, Defence, Security, Financial, Revenue,
Healthcare, Education and Critical Public Services

Date: 17 September 2026

Executive Summary

BGD e-GOV CIRT Cyber Threat Intelligence Unit is issuing this advisory regarding a newly
reported suspected SideWinder-associated operational infrastructure targeting organizations
across South Asia, including government-related infrastructure in Bangladesh.

On 15 September 2026, researchers identified an exposed VPSat 66.179.31[.]1191, hosted
on AS399629, that exposed a Python SimpleHTTP directory on TCP/8898. The directory
reportedly contained approximately 395 files across nine subdirectories totaling
approximately 182 MB. The recovered material included vulnerability-exploitation scripts,
credential-testing tools, session cookies, target lists, C2 configurations, payload-related
artifacts and operational logs.

The recovered toolkit included exploitation capability against GeoServer/GeoTools, Laravel
Ignition, Apache Tomcat Manager and Redis, as well as weak-credential testing against
phpMyAdmin. The infrastructure also contained Sliver and Vshell, an out-of-band callback
service and reverse-shell tooling. Operational logs reportedly showed active scanning,
exploitation activity and interactive shell access.

The research identified Bangladesh government infrastructure within recovered target lists
and, more significantly, several Bangladesh government-related phpMyAdmin endpoints in a
credential-testing script. However, presence in a target list or credential-testing list must not
be interpreted as confirmed compromise. The researchers explicitly distinguish broad
reconnaissance from the smaller set of systems for which active exploitation evidence was
recovered.

The tooling, infrastructure and victimology reportedly overlap with publicly documented
SideWinder tradecraft. Nevertheless, the available evidence does not conclusively establish
attribution to SideWinder or a state sponsor. BGD e-GOV CIRT therefore recommends treating
the activity as a high-priority threat-hunting lead rather than as confirmed attribution.

www.cirt.gov.bd -
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Key Findings
Finding Details
Primary infrastructure 66.179.31[.]191
Hosting AS399629 / BL Networks
Reported location Singapore
Open directory TCP/8898
Exposed material ~395 files / 9 directories / ~182 MB
C2 framework Sliver
C2 port TCP/31337
Additional C2 Vshell
Vshell listener TCP/8099
Vshell management TCP/8082
OOB callback TCP/14333
GeoServer/GeoTools CVE-2026-76904 exploitation tooling
Laravel CVE-2021-3129 exploitation tooling
Tomcat Manager/WAR/JSP webshell attack chain
Redis Malicious module-based RCE
phpMyAdmin Weak/default credential testing
Bangladesh relevance Bangladesh government systems appear in target
and credential-testing material
Confirmed government Root-shell activity against infrastructure associated
compromise elsewhere with Nepal was reported
Attribution Suspected SideWinder overlap; not confirmed

Threat Overview

The reported operation demonstrates a relatively broad attack infrastructure rather than
dependence on a single exploit. The observed operational model can be represented as:

Initial Access & Exploitation Post-Compromise & Control
V: v iyk v
Reconnaissance Vulnerability - SR Credential Testing Command Persistence
& Discovery Identification Tl S & Access Execution &C2

GeoServer / Remote Code

\IT \\\ i Laravel Execution (RCE) ((( )))
—o # \ O # Tomcat / Unauthorized » > q =
= N \ Redis  Application Access —_ :
~0 - ! DAfa5 -
e . atabase  _________
> phpMyAdmin Credential Testing
. : e B 3 A ) = A

Probing HTTP services ~ Scanning public-facing | : Using recovered Transitioning from Establishing
and IP addresses to applications like ~ o credentials to access initial exploitation to Out-of-Band (OOB)
enumerate targets and GeoServer, Laravel, : databases via deploying webshells infrastructure and
technology fingerprints. Tomcat, and Redis phpMyAdmin to and interactive shells. reverse shells for
for exploitable bypass standard long-term command

weaknesses. exploitation. and control.

Figure: SideWinder-associated attack lifecycle against South Asian Internet-facing infrastructure
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Attacker Infrastructure

The primary VPS identified in the research was:
e 66.179.31[.]191
e AS399629
e BL Networks
The host exposed multiple services over different periods. Researchers reported:
e SSH — TCP/22
e TLS —TCP/8443
e HTTP — TCP/8082
e Vshell — TCP/8099
e Redis-related service — TCP/6666
e Open directory — TCP/8898
e additional services on TCP/8877, 17765 and 25777.
The open directory was exposed through a Python SimpleHTTP server on TCP/8898.

. . .
MULTIPURPOSE C&C Inside the Attacker’s Hub: TOOL & FILE HOSTING

Infrastructure & Forensic Evidence
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| Port 31337 \
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Port 8099 HTTP Directory

Hosting tools and malicious files.
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Figure: Reported services and operational components associated with 66.179.31[.]1191

Infrastructure Build-Out Timeline

Researchers reported that the host's services appeared in several waves:

25 May 2026 SSH/TCP 22 first observed

05 Sep 2026 TLS/TCP 8443
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06 Sep 2026 8443 no longer observed
09 Sep 2026 HTTP/TCP 8082
10 Sep 2026 Vshell-related TCP/8099
13 Sep 2026 TCP/6666, 8877, 8898, 17765, 25777

Researchers interpreted this clustering as consistent with a host being actively assembled
during the observed period.

) N
] %

Infrastructure Preparation ] C2 | Shell Activity

> e
G O @ -

| I I
May 25: Sep 05-06: Sep 09: Sep 10: Sep13:
Initial Infrastructure TLS and Sliver I0C HTTP Service Vshell C2 Infrastructure Surge
Observation Detection Activation Deployment
[OBSERVED] [OBSERVED] [OBSERVED] [OBSERVED] ) 2/ shell
5 5 e Sep13  Redis /6666 Activit
SSH on port 22 first observed Discovery of TLS (8443) Observation of HTTP Transition to active shell CVIEY
marking the beginning of followed by the first Sliver activity on port 8082. activity via Vshell on port Sep13 HTTP/8877&  C2/ Shell
infrastructure setup. 10C detection. 8099. 8898 Activity

C2/ Shell

Sep13 17765 & 25777 Activity

Figure: Infrastructure Build-Out Timeline

Open Directory Exposure

The exposed directory contained approximately 395 files distributed across nine directories.
The researchers categorized the material broadly as:

e exploit scripts;

e target lists;

e credential files;

e session cookies;

e (2 configurations;

e post-exploitation components;
e scanning tools;

e operational logs.

The directory was accessible through the SimpleHTTP server on TCP/8898.
Security significance
The combination of exploit code and operational artifacts provides insight into:

e target discovery;
e vulnerability selection;
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e credential testing;
e exploitation;

e (2 deployment;

e post-exploitation;
e operator activity.

Exploitation Toolkit
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The recovered toolkit covered multiple technologies.

’) > EXPLOITATION
TOOLKIT

OBSERVED

GEOSERVER RCE CHAIN WEB FRAMEWORK & APP
(CVE-2026-76904) SERVER EXPLOITATION
A
L% = LARAVEL (CVE-2021-3129) TOMCAT
& — o — B 2
SQL Injection Path Traversal Full Webshell = C@
Deployment i i

Log Poisoning Malicious WAR

¢ Ignition Debug Endpoint Upliads
Activity Certainty Py

Framework Command System Compromise

Execution

ANALYSIS & EVIDENCE SEMANTICS

ﬁ oo ®®:
o)
»

DASHED ORANGE ARROW  GRAY DOTTED ARROW

aaeaazaa:ezowp\;-*

SOLID RED ARROW
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o Presence of the toolkit does not guarantee
successful exploitation of every target.
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MANIPULATION
REDIS phpMyAdmin
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[
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Module Load
POTENTIAL
Reverse Shell Database Access
DEFENSIVE STATUS BADGING

(POTENTIAL) (NOT CONFIRMED)

Employs standardized badges to ensure
professionally defensible advisories.

Figure: The recovered toolkit covered multiple technologies.

GeoServer / GeoTools Exploitation

The recovered infrastructure contained an exploit chain targeting CVE-2026-76904, described

by the researchers as a critical SQL injection vulnerability in GeoTools' jsonArrayContains

functionality.

The research states that the vulnerability is present in affected GeoTools versions and can be

reached through GeoServer deployments using relevant PostGIS-backed functionality.

The recovered scripts included:

e cve76904.py;

® Jgeoserver xxe.py;

e geoserver deep exploit.py;

e geoserver master exploit.py;

® geoserver rce.py;

kL -
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e geoserver reset pg.py;
e geoserver rest exploit.py;
e geoserver admin full.py;
e geoserver sglview.py.
The toolkit reportedly covered multiple stages including:
A\ CcVE-2026-76904 Critical Vulnerability
Recovered

Affects GeoTools versions 30.5; requires

patching to versions 33.6 or 34.5. Exploitation Arsenal

~

REPORTED

5

A
<> geoserver_xxe.py

S
<> geoserver_rce.py

LY .
<> geoserver_sglview.py

Geetrts
: & geoserver_reset_pg.py
Vulnerability Trigger: Final Stage: JSP
jsonArrayContains() Webshell Deployment
Attackers leverage GeoTools' Attacket:_s de;:k:ly Ra JSP ngghe"
x 5 3 to achieve full Remote Code
jsonArrayContains() function to Path and Admin Abuse Execution (RCE) and shell access.

execute a critical SQL injection. Supporting Exploit Functions

Exploitation leads to database

path abuse and unauthorized
administrative access. et Password o Workspace

SQL View

Path JSP

Abuse

Traversal | Deployment

Figure: GeoServer/GeoTools Exploitation Chain (from SQLi to RCE)

Laravel Ignition Exploitation

The toolkit also contained scripts targeting CVE-2021-3129, involving Laravel applications with
vulnerable Ignition debug functionality.

The research describes the chain as abusing the: / ignition/execute-solution
endpoint to write attacker-controlled content and subsequently achieve code execution under
vulnerable conditions.

Recovered files included:

e ignition auto.py

e ignition exploit.php
e debug ignition.py

e debug targets.py

e find writable.py

e write 2step.py

e write final.py

e write targets.py.
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Apache Tomcat Manager Abuse

The recovered toolkit contained a separate Tomcat attack chain. The researchers characterize
this as post-authentication abuse, rather than a specific Tomcat vulnerability.

MALICIOUS WAR INTERNALS

shell.jsp WEB-INF/web.xml

ATTACKER-SIDE

POTENTIAL

TOOLING
G:) NOT CONFIRMED » »
exploit.py

exploit2.py _> J 0 we | | |
G) OBSERVED REPORTED

exploita iy OBSERVED Authentication JSP Webshell Establishing a
and WAR Upload Execution Reverse Shell
Attacker authenticates via The uploaded WAR deploys Final stage where the
>_ NOT CONFIRMED HTTP/HTTPS to the Tomcat a JSP webshell, enablir_lg attacker gains interactive
Manager to upload a direct command execution remote access to the
deploy_war.sh malicious WAR file. on the server. compromised host.

REPORTED OBSERVED OBSERVED REPORTED

Generic Tomcat Manager abuse — not attributed to
a specific Tomcat CVE in the recovered evidence.

Figure: Tomcat Manager WAR/Webshell Deployment
Redis Module-Based RCE

The recovered Redis tooling included:

e Dbuild module.sh;
e build.sh;

e deploy module.py;
e system.so;

e ecvil.c;

e Jlistener.sh.

Redis Server
SQL N
:
N < *9\ G\ < @ |
o | ' - @
4 S
1
Attacker Initial Delivery via D i Shared Object (.s0) Redis Module Activati R Code Execution (RCE)
Attacker utilizes MySQL access : Shared object file used to The Redis Server executes the The module enables system.exec
to write a malicious .so file using 1 facilitate command execution MODULE LOAD command to and system.revshell for full
INTO DUMPFILE. : initialize the malicious module. command and shell access.
1
-------------------- aan
1
]
FORENSIC ARTIFACTS & RECOVERED TOOLING o DR e
TSy P i ired for a
= < ! explontatlonA
[}
== ] 1l : Requirement ‘ Necessity
1 !
el ! 1 '~~~ Redis Server Access Essential @
exnl c system so  build_module.sh deploy_module.py [} | {
{ =~ | File Write Capability Essential 101
1
]

Known Malicious Module Profile

A 44,320-byte module named exp.so was SEmaa - .
identified listening on port 15000. ¥ (\MODUEELOAD CapebliyafEssential @

Recovered Exploit Tooling

Key artifacts found include evil.c, system.so,
build_module.sh, and deploy_module.py.

Figure: Redis module-based post-exploitation chain
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The researchers report that the malicious Redis module exposed functions associated with
command execution and reverse-shell functionality. A reported delivery chain used MySQL
INTO DUMPFILE to place the module before loading it through Redis module functionality.

phpMyAdmin Credential Testing

The recovered pma brute.py script reportedly tested weak or default credentials against
five recovered phpMyAdmin targets.

The list included Bangladesh and Pakistan government-related infrastructure. This
demonstrates that the activity was not exclusively based on exploitation of high-severity

vulnerabilities.

The operational model included:

Target Discovery & Credential Testing Database & Recovered Target l
Endpoint Identification Phase Query Access Examples
(0BSERVED) OBSERVED) (0BSERVED)

<
siﬁ% &=

o

@ @

(OBSERVED

(OBSERVED | OBSERVED | (OBSERVED « Public @ Credential
Adversaries identify reachable Testing credentials against endpoints Valid credentials grant direct Infrastructure ' Testing
phpMyAdmin endpoints to begin rather than using traditional access to sensitive database
the access lifecycle. vuinerability exploitation. information and queries. \ J

Observed Targeting & Intelligence

Evidence-Based Reporting
Distinguish between recovered activity

Target lists included government-sector
endpoints located in Bangladesh and Pakistan. .ﬁ d Q and inferred relationships using specific
. —_— |l @ e visual semantics.
D :

Government Sector Targeting Targeting vs. Compromise

L ==l Observed/Recovered Activity (0BSERVED

largerlist Does not prove -~ Inferred/Potential Relationships POTENTIAL
Presence successful login.

e : ; Contextual/Background Relationships (ot conFiRMeD)
(OBSERVED) OBSERVED Credential testing observed

Figure: phpMyAdmin Credential-Based Initial Access

Credential and Session Material

The exposed directory reportedly contained multiple cookie files in Netscape cookie-jar
format, including:
o dcbuner db.txt

e dcbuner j4.txt

e dcbuner jar2.txt

e ecnergy cookies.txt
e hr cookies.txt

e hr kp c.txt

e hr kp login cookies.txt
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e hr login cookies.txt
e hr pma cookies.txt
e forged headers.txt
The research also identifies icc_app_config.txt as containing plaintext database, Kafka, Redis
and Elasticsearch credentials and embedded key material.

Reconnaissance and Vulnerability Scanning

The recovered batch runner.log reportedly recorded repeated use of pdhttpx, a bulk
HTTP probing tool. The infrastructure also contained references to Nuclei templates for:

e tpl cpanel whm.txt

e tpl laravel.txt

The template content itself was reportedly not recovered. The reconnaissance model was:

TARGET LIST

ATTACKER-SIDE MECHANICS
The Automation Tooling Suite

1. Automated Reconnaissance & Probing (@ reporrep) - - ot A
Large-scale scanning and HTTP probing to identify @\ < » T ’:,?3‘ -’A => %

active targets and underlying technologies.
Web Scanner e pdhttpx Nuclei  Custom Python
Scripts

2. Selective Technology Detection (@ porentiaL

Automated filtering to match targets with specific
stacks like GeoServer, Laravel, or Tomcat.
| Intelligence-Led
GeoServer Laravel N Evidence Gathering
CVE Match Analysis Debug API Check ‘

G : N =&
Q (o] -»E-» ~:_=—/,

3. CVE Matching & Branching (@ ot conFirmeD)
) JSON Batch Logs Evidence

Exploitation attempts lead to either RCE/Shell i i
success or moving to the next target. ! Outputs Annotation

REPORTED
\

RCE/SHELL Lo e et
Success | 7= | ’i w_/ TARGET

Figure: Automated reconnaissance and exploitation-selection workflow

Out-of-Band Exploitation Verification

The attacker infrastructure reportedly contained a persistent OOB callback server.

deploy oob.sh installed a systemd service running cob server.py on TCP/14333, with
callback information written to:

/var/log/oob/callbacks.log

The conceptual workflow is:
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The Architectural Flow and Visual Evidence Semantics TN copnone,
OBSERVED FULL o
INTERACTION COMPROMISE
An 00B callback proves ...but not necessarily
0O0B INFRASTRUCTURE external i i full post itati
1, occurred... compromise.
- !!! {NOT CONFIRMED
*’%‘ 0 I LALLBACK STANDARDIZED VISUAL SEMANTICS
SERVER-SIDE
@ OBSERVED INFRASTRUCTURE ﬁ OBSERVED / RECOVERED ACTIVITY
The OOB server runs (e.g., Victim > 0OB Callback)
ATTACKER MIGHIM oob_server.py via systemd INFERRED / POTENTIAL RELATIONSHIP
APPLICATION on port 14333. R "& (e.g., 00B Callback -> Attacker decision)
k CONTEXTUAL / BACKGROUND
N = RELATIONSHIP
k; X LN L e =° DEFENSIVE STATUS BADGES
S % POTENTIAL A /var/log/oob/callbacks.log
- - - Verification via Log Capture: @ @
S e - - Successful interactions are Activity confirmed Information
y recorded to confirm exploitation. via direct evidence documented and
DECIDING EXPLOIT SUCCESS \. J (e.g. log captore). communicated.
@ POTENTIAL 0
Relationship or Status not verified,
outcome inferred, not lacks conclusive
definitively proven. exidence.

Figure: Out-of-band exploitation verification architecture

Operational Logs

Several recovered logs reportedly indicate operational use:

batch runner.log: Repeated bulk HTTP probing activity.

rogue.log: Redis exploitation activity, including malicious shared-object loading and
connections from 119.45.14[.]15.

nc_rev.txt: Netcat listener activity associated with 115.89.253[.]1189.
httpserver.log: Arequestfor /linux beacon newfrom 150.158.85[.]137.

shell 16653.1log: An interactive root-shell session associated with a connection from
103.69.124[.]1253.

These artifacts provide stronger evidence of operational activity than the presence of exploit
scripts alone.

Reported Root-Shell Activity Against a Govt. Infrastructure

The researchers report that shell_16653.log recorded a reverse-shell callback resulting in an
interactive root shell.

The reported target was: 103.69.124[.]1253:8070

The research associates the IP with AS45353/NITC infrastructure and states that a
government-related login portal was observed on the address.
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OBSERVED ACTIVITY = __/_’
s =—
THE EXPLOITATION PATH REVERSE SHELL EXECUTION ROOT SHELL ACCESS
Attacker Ingress Connection to Interactive Commands
(66.179.31.191) 103.69.124.253:8070 Executed
The initial attacker infrastructure Connection established to 103.69.124.253:8070, Successful post-exploitation access resulting
identified as the source of the event. targeting a Google Cloud VM. in the execution of interactive commands.
A :
e 1 CONTEXTUAL
' ! RELATIONSHIP
EVIDENCE & TARGET CONTEXT ! LOG EVIDENCE: STATUS
e ol  NOT CONFIRMED J&
A Government IT ot |- shell_16653.log NOT CONFIRMED 3%
il 0 The reported association identifies Eletener 15020 Recovered evidence includes
: : : : : : Nepal's critical government IT Feer iR 1a 2 Listener 16653 and a reported peer
1 infrastructure as the victim. of 103.69.124.253.

CONTEXTUAL RELATIONSHIP

Figure: Reported Root-Shell Event Against a Govt. Infrastructure

Command-and-Control Infrastructure

Two major C2 frameworks were reportedly staged:
Sliver

Recovered configuration reportedly contained:
e operator alias: wren;
e |HOST:66.179.31[.]1191;
e L|PORT: 31337;
e certificate material;
e operator configuration;
e implant-generation capability.

The implant naming convention included linux beacon and an associated request
/linux_beacon new was observed in operational logs.

ThreatFox currently lists 66.179.31.191:31337 as a Sliver-related I0C with 75%
confidence, first seen 6 September 2026.

Vshell

The researchers report:
e Vshell listener: TCP/8099;
e web management interface: TCP/8082;
e associated tooling;
e multi-architecture staging capability.
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Fallback Reverse-Shell Infrastructure

The recovered infrastructure reportedly included additional reverse-shell mechanisms
beyond Sliver and Vshell.

The research identifies:
LD PRELOAD reverse shell + Netcat listener + Sliver + Vshell

The evil.c component reportedly contained a constructor that initiates a Bash reverse
shell toward: 66.179.31[.]1191:8899. A separate listener script provided a netcat-based
fallback mechanism.

Central Attacker Infrastructure

Central Command Hub (66.179.31[.]191)

Triple-Channel Redundancy

Infrastructure splits into three parallel branches to maintain
access resilience.

ST v
Vshell Management (Ports 8082, 8099) LD_PRELOAD Reverse Shell (Port 8899)

Provides web-based management and a Uses bash and Ncat to establish a direct
remote shell interface. return path to the central IP.

Sliver Framework (Port 31337)

Utilizes a specific branch config (wren.cfg)
including CA and operator certificates.

A single IP address serves as the primary origin for all C2 traffic. < W

:
l v l
N - C—)
& S MR
wren.cfg . bash Ncat
C2 Branch Communication & Tools Mapping
Branch Communication Port A iated Tool/Mechani:
Siiver 31337 wren.cfg / Implant = J
Vshell 8082 & 8099 Web Management / Remote Shell =
Reverse Shell 8899 LD_PRELOAD / Bash / Ncat

Figure: Multi-Channel C2 Architecture

Bangladesh-Specific Relevance

The Bangladesh portion of the recovered targeting material includes categories such as:

o defence-related infrastructure;

e security organizations;

e government ministries;

e cabinet-related infrastructure;

e revenue/tax systems;

e healthcare authorities;

e municipal and district-level systems.
The research notes that a significant portion of the Bangladeshi entries are UUID-prefixed
municipal/district subdomains that appear to have been enumerated rather than individually
selected.

AV.YAY) irt aov bd
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More importantly, pma brute.py reportedly contained five Bangladesh/Pakistan
government-related phpMyAdmin targets, including Bangladesh government domains.

Sector Ring N

Central & Revenue Web Applications
Administration & Portals
TARGET-LIST PRESENCE L H TARGET-LIST PRESENCE

Intelligence shows targeting of central Focus on public-facing services,
d administrative portals, and

phpMyAdmin targets.

P nts,
and local government entities.

[ Law Enforcement Identity &

N 4 . -
VA & Defense — Communication
L ‘@ CREDENTIAL-TESTING TARGET Z%et | oA\ CREDENTIAL-TESTING TARGET
4 Recovery artifacts indicate specific . 1 Evidence shows targeting of
( | 3 inée‘rjesfrlyin sec:lri\y&related s';ctors b5, REPORTED k{ NOT CONFRMED // email systems' and ﬂien;igfy
¢ izati . 3
| & \ and defense-relate mgamzauons. N S * . ) > v management Tameworks.

Public Health

& Services

TARGET-LIST PRESENCE 2

Critical infrastructure targets include

public health systems and general
public services.

Database &
Registry Targets
TARGET-LIST PRESENCE
Recovered data indicates attempts
to access internal databases and
government sector domains.

W Technical Asset /v

Infrastructure

: ; STATUS LEGEND:

_ .Target list ewden.ce LELE
Recovered Artifacts & Indicators Analysis Summary (Observed Activity)
&5 phpMyAdmin Targets (Database Tools) Recovered data points indicate significant /", CREDENTIAL-TESTING TARGET
f= Administrative Portals (Web Access) interest in access points and data repositories. *-./ (Potential/Inferred)
© Specific IP Addresses (Infrastructure) CONFIRMED COMPROMISE

(No Current Evidence for Bangladesh)

Figure: Reported categories of Bangladesh-related infrastructure targeting

MITRE ATT&CK Mapping

Technique Observed/Reported

Evidence

Reconnaissance  Active Scanning: T1595.002 pdhttpx, Nuclei references
Vulnerability Scanning

Initial Access Exploit Public-Facing T1190 GeoServer/GeoTools, Laravel,
Application Tomcat, Redis

Execution Command and Scripting T1059 Python/Bash/JSP tooling
Interpreter

Persistence Create or Modify System T1543.002 OOB callback service
Process: Systemd Service

Credential Access Brute Force T1110 phpMyAdmin credential

testing
Credential Access Unsecured Credentials T1552 Plaintext configuration

credentials

Command & Multi-Stage Channels T1104 staging/loader activity
Control

Command & Ingress Tool Transfer T1105 payload/module transfer
Control

Defense Evasion  Indicator Removal T1070 cleanup of interaction tooling

Gl -
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Indicators of Compromise (loC)

Network Indicators

IPv4 66.179.31[.]1191 Reported attack infrastructure
IPv4:Port 66.179.31[.]1191:31337 Sliver C2

IPv4:Port 66.179.31[.]191:8898 Open directory

IPv4:Port 66.179.31[.1191:14333 QOB callback server

IPv4d:Port 66.179.31[.]1191:8099 Vshell listener

IPv4:Port 66.179.31[.]1191:8082 Vshell management

IPv4:Port 66.179.31[.]191:8899  Reported reverse-shell destination

IPv4 119.45.14[.115 Peer associated with Redis activity

IPv4:Port 103.69.124[.]253:8070 Reported Nepal target associated with root-shell event

IPv4 115.89.253[.1189 Netcat reverse-shell peer
IPv4 150.158.85[.1137 Source of /linux_beacon_new request

Host / File Indicators

wren.cfg Configuration Sliver operator profile
linux_beacon Implant naming Sliver-related naming
/linux_beacon_new HTTP path Associated beacon request
system.so Shared object Redis module

evil.c Source artifact Reverse-shell component
slt_public.sh Shell script Reported multi-architecture stage loader
deploy oob.sh Shell script OOB callback service
oob_server.py Python OOB callback server
pma_brute.py Python phpMyAdmin credential testing
cve76904.py Python GeoTools exploitation
debug_ignition.py Python Laravel exploitation

batch runner.log Log Bulk HTTP probing

rogue.log Log Redis exploitation

shell 16653.1o0g Log Reverse-shell/root-shell activity

Indicators of Attack — Behavioral Hunting

Static loCs should be supplemented with behavioral detection.




BGD e-GOV CIRT

Bulk HTTP probing
Vulnerability-specific probing

phpMyAdmin credential
spraying

Tomcat WAR deployment
Web process spawning shell
Redis module loading

Redis reverse connection
New systemd service
LD_PRELOAD modification
Sliver C2

Vshell C2
0OB callback

Root shell
Credential reuse
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One source rapidly probes many URLs/hosts
Requests targeting GeoServer/Laravel/Tomcat functionality

Multiple authentication attempts across accounts/hosts

New WAR followed by JSP execution
Jjava/php/nginx/apache — bash/sh

Redis = unexpected .so

Redis host initiating unexpected external connection
Service created shortly after exploitation

Unexpected loader/persistence changes

Connection to reported infrastructure/behavioral indicators

Unexpected persistent listener/client behavior

Server  unexpectedly external callback

infrastructure

contacting

Web/database service followed by privileged shell
Recovered credentials used from unusual infrastructure

Detection and Threat Hunting

Internet-Facing Applications

Organizations should identify: (Prioritize systems exposed directly to the Internet)

e GeoServer/GeoTools;

e Laravel;
¢ Apache Tomcat;
e Redis;

e phpMyAdmin;
e cPanel/WHM;

e other externally accessible administrative applications.

Web Application Hunting

Search for:

e suspicious GeoServer requests;

WAR deployment;

unexpected PHP files;

unexpected JSP creation;

abnormal SQL-related errors;
Laravel / ignition/ requests;
unexpected Tomcat Manager access;
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e webshell behavior
Redis Hunting
Monitor for: (Any Internet-exposed Redis service should receive immediate review)

Redis
|
F— Unexpected MODULE LOAD
F— New .so file
F— Process creation
— Reverse connection
L— Internet-originated administration

Linux Host Hunting

Look for:
e recently created systemd services;
e unexpected .so files;
e LD PRELOAD configuration changes;
e bash spawned by web/database processes;
e nc/netcat listeners;
e unusual outbound connections;
e unknown Python scripts;
e unexpected files under /tmp;
e unexplained root shells.

Detection & Correlation Model

5 Endpoints Servers .Q@ Network Infrastructure

LAYER 1:
WAFs
MULTI-SOURCE @ Linux/Windows) (Web/DB/Proxy) @ @ (Firewall/DNS)

Ci lizing |
DATA INGESTION Sk

Infrastructure Indicators

LAYER 2: 66.179.31[.]191, Ports
:31337,:8099, :14333 l

REPQRT
so .

.» Detection
CONFIRMED ' Rules & I0Cs

SIEM & SOC

DETECTION ) QAW4 THE
Processing data through . . BOTENTEY 4T - o=
10C matching, behavioral Suspicious Activity - SIEM & SOC System Exploitation Threat hunting
analysis, and correlation Unusual phpMyAdmin login, ==~ Detection Engine Redis MODULE LOAD, discoveries generate
H 3 Tomcat WAR deployment g Unexpected systemd service, new loCs/loAs
rules to identify threats. Webshell creation to update SIEM
Standardized Evid Bad, detection rules.
Usmg "Observed," Reported "Potential,"
and "Not Confirmed" to categorize the
defensibility of findings.
LAYER 3: & n % 220001 PROACTIVE
¥ T & 3 B — THREAT HUNTING
CTI & INCIDENT Searching for undetected
Alert Triage Evidence Containment Remediation threats within the environment
RESPONSE 9 Collection based on current intelligence

Figure: Detection & Correlation Architecture
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Recommended Actions

Organizations should prioritize the following activities:

e Identify all Internet-facing GeoServer/GeoTools deployments.

e Verify GeoTools/GeoServer versions and patch status.

e |dentify Laravel applications using vulnerable Ignition versions.

e Confirm Laravel production debug mode is disabled.

e I|dentify Internet-accessible Tomcat Manager interfaces.

e Review Tomcat Manager authentication logs.

¢ I|dentify Internet-exposed Redis services.

e Search for unexpected Redis module loading.

e Identify Internet-accessible phpMyAdmin installations.

e Review phpMyAdmin authentication failures and successful logins.

e Search DNS, firewall, proxy, NDR and EDR telemetry for 66.179.31[.]191.

e Search for connections to TCP/31337, 8082, 8099, 8898 and 14333.

e Review outbound connections from web and database servers.

e Search for unexpected JSP/PHP/WAR/shared-object files.

e Search Linux hosts for recently created systemd services.

e Search for 1inux beacon and /linux beacon new.

e Review root-level shell activity.

e Hunt for suspicious nc, bash, Python or shell processes spawned by application
services.

e Review credentials and session cookies associated with affected systems.

e Rotate credentials if exposure is suspected.

If suspicious activity is identified:

e Containment: Isolate affected hosts, restrict external access, preserve evidence, and block
malicious infrastructure.

e Evidence Collection: Collect application, web, authentication, EDR/NDR, firewall, systemd,
process, network, and suspicious-file data.

e Credential Protection: Rotate application, database, API, administrator, and session
credentials.

e FEradication: Remove webshells, malicious modules/services, unauthorized accounts and
tools; patch vulnerabilities and disable unnecessary services.

e Recovery: Rebuild compromised systems where necessary, restore from trusted sources,
validate configurations, and increase SIEM/EDR/NDR monitoring.

e |dentify additional accounts targeted through internal messaging or impersonation, as
compromised accounts may have been used to facilitate subsequent social engineering.
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